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This work proposes a new open-source hardware framework for Trusted

Execution Environments (TEEs) on RISC-V systems. The framework IS
designhed to be secure, flexible, and easily upgradable. It includes various
cryptographic accelerators and an isolated microcontroller to improve boot
performance. The design was implemented and tested on VLSI platforms
to demonstrate its feasibility and effectiveness.
Proposed system
[ v | \ o Trusted Execution Environment (TEE) Includes optional RISC-V cores:
L2  Cryto-engines Rocket, BOOM, Ibext, CVAB, etc.
/O o Proposed Isolated system includes RISC-V 32-bit IMC: Boot on reset
and perform initial authentication and maintain Root of Trust (RoT).
- o Proposed crypto-acclerators include: ECDSA, EADSA, AES-GCM, SHAS-
512, HMAC-SHA2, RSA, AEAD, Poly1305, ChaCha20, TRNG.
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Figure 1 RISC-V system with Trusted Exectuion
Environments (TEES) hardware o Compatible with TLS1.3
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Figure 2 Key management in the secured boot procedure

R R—— ROHM Cell-count Cell-area Power
, 180-nm (NAND2) um* % Leakage (nW) | Dynamic (nW) | Total mW) | %
| & Total system 460,195 | 14,744,115 | 100.00 5,487 3,075 3,075 100
chachazobd I Rocket 75,030 | 5,100,826 | 34.59 1,213 425 425 | 13.82
(bust:: ;;Sr:G '; : core 15,337 372,392 2.53 177 182 182 | 5.92
peripherals, etc.) 4l = dcache 25,398 2,509,375 17.02 456 154 154 5.01
rrRT icache 32,127 | 2,169,710 | 14.72 555 77 77 | 2.50
| & IBex! 17,681 737,478 | 5.00 201 69 69 | 224
—r N BootROM 4272 70,672 | 0.48 21 11 11 | 0.36
e ,, " = il § ECED 166,720 | 3,638,115 | 24.68 1,664 1,311 1,311 | 42.63
e SRR il RSA 35,754 827,563 | 5.61 385 226 226 | 7.35
g, 000 W AEAD 30,345 783,675 | 5.32 349 223 223 | 7.25
Chacha 16,723 402,309 2.73 178 85 85 | 2.76
Poly 10,966 308,602 2.09 136 89 89 | 2.89
SHA3 26,873 669,773 454 292 156 156 | 5.07
AES_GCM 20,753 532,594 3.61 266 80 80 | 2.60
* === 3 HMAC-SHA2 13,155 529,278 3.58 176 92 92 | 2.99
TRNG 268 3,983 | 0.03 1 0.15 0.15 | 0.01
V System : Othe?r* - 41,655 1,139,247 7.74 605 308 308 | 10.03
: : Including the isolated sub-system.
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