
This work proposes a new open-source hardware framework for Trusted

Execution Environments (TEEs) on RISC-V systems. The framework is

designed to be secure, flexible, and easily upgradable. It includes various

cryptographic accelerators and an isolated microcontroller to improve boot

performance. The design was implemented and tested on VLSI platforms

to demonstrate its feasibility and effectiveness.

Proposed system

o Trusted Execution Environment (TEE) includes optional RISC-V cores:

Rocket, BOOM, Ibext, CVA6, etc.

o Proposed Isolated system includes RISC-V 32-bit IMC: Boot on reset

and perform initial authentication and maintain Root of Trust (RoT).

o Proposed crypto-acclerators include: ECDSA, EdDSA, AES-GCM, SHA3-

512, HMAC-SHA2, RSA, AEAD, Poly1305, ChaCha20, TRNG.

o Compatible with TLS1.3
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INTRODUCTION

SECURED BOOT FLOW

EVALUATION

o (M) acts as root Certificate Authority

and sign its certificate (𝑀𝐶𝑒𝑟𝑡.) by itself.

Using high-bit RSA (1024/2048-bits).

o (R) generates Elliptic Curve (EC) key

pairs. Root certificate (𝑅𝐶𝑒𝑟𝑡.) is signed

using (M)’s secret key (𝑆𝑀).

o (D) generates EC key pairs. Using

ECDSA to sign for Device certificate

(𝐷𝐶𝑒𝑟𝑡.) based on (R)’s secret key.

o (K) generates EC key pairs. Using (D)’s

secret key to sign for Program

certificate (𝐾𝐶𝑒𝑟𝑡.). (𝑆𝐾) will be used to

sign for TEE programs.
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Figure 1 RISC-V system with Trusted Exectuion

Environments (TEEs) hardware

Figure 2 Key management in the secured boot procedure

Figure 3 Die photo of dual-core RISC-V system 

with TEE's hardware
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